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Purpose
This guide covers the upgrades for the Credit Reference Platform Gateway (CRP Gateway) standalone web service. This standalone web service is the easiest installation for facilitate the functionalities on Credit Reference Platform (CRP) and suitable for developers/maintainers for development or production deployment.


Version Lower than 1.4.0 à Version 1.4.x
1. Unzip the CRP Gateway Artifacts Archive
Retrieve the package crp-gateway-<version>-archive.tar.gz
Unzip the contents to obtain the JAR archive in path cdtech/crp-gateway/crp-gateway-<version>.jar
# ls
crp-gateway-<version>-archive.tar.gz
# tar -xzvf crp-gateway-<version>-archive.tar.gz
# ls
cdtech  crp-gateway-<version>-archive.tar.gz 
# cd cdtech/crp-gateway
# ls
app-run.sh  crp-gateway-<version>.jar

Inside the package includes the application standalone executable JAR and some necessary folders and scripts. For more information of the package remember to check the RELEASE-NOTES and CHANGELOG of your release. 

2. Applying the Patch
I. Stop the running service (if any)
II. Backup the old JAR archive (not need to backup app-run.sh)
III. Move the new JAR archive and app-run.sh into /opt/cdtech/crp-gateway
IV. Start the service

Stop the Running Service
# cd /opt/cdtech/crp-gateway
# sh app-run.sh stop

Backup the old JAR Archive
# cd /opt/cdtech/crp-gateway
# mkdir -p backup
# ls
...  backup  crp-gateway-<oldVersion>.jar ...
# mv crp-gateway-<oldVersion>.jar backup/

Move the new JAR archive into /opt/cdtech/crp-gateway
# mv <extractedPath>/cdtech/crp-gateway/crp-gateway-<version>.jar .

Start the Service
# sh app-run.sh start [JAVA_OPTS]
>>> JAR_NAME = ./crp-gateway-<version>.jar <<<
>>> API_NAME = crp-gateway-<version> <<<
Master Keystore Password:
>>> start ./crp-gateway-<version>.jar successed PID=<PID> <<<

Remarks:
The JAVA_OPTS is optional for the application and the following command is an example
# sh app-run.sh start -Dspring.profiles.active=scheduler -Dlogging.level.com.gitlab.credit_reference_platform=TRACE -Dfeign.client.config.default.loggerLevel=FULL

	Properties Key
	Description

	spring.profiles.active
	The activated profile(s) to be configured during application start, multiple profiles are allowed with separated by comma(,)

Available options:
· scheduler
· distributed


	logging.level.<packageName>
	The logging level for the Classes with package starting with <packageName>

Available values (from lowest):
· TRACE
· DEBUG
· INFO
· WARN
· ERROR


	feign.client.config.default.loggerLevel
	The logging details of the FeignClient when sending requests to CRP.

Available values:
· FULL




Health Check
Execute the following curl commands to know the CRP Gateway is running and accepting requests:
# curl –insecure https://<host>/actuator/health
{“status”:”UP”,”components”:{…}}

The application status is specified is the beginning of the response, with statuses:
· UP: all the components are running
· DOWN: some components is not ready, i.e. database connection

System Logs
The system logs is located under ${baseDir}/log. The logs will be rotated by date, and the log filename of today would be crp-gateway.log


Cert Update
First,Click Account Management and Add New Certificate
[image: 一張含有 文字, 螢幕擷取畫面, 軟體, 字型 的圖片

自動產生的描述]
Renew Certificate
[image: 一張含有 文字, 螢幕擷取畫面, 軟體, 電腦圖示 的圖片

自動產生的描述]
Click Encryption Certificate
A Certificate and password are purchased from HK Post.
Please change to Certificate and Private Key
These commands require a Linux system to work.
Certificate
openssl pkcs12 -in <HKPostCertificate > -clcerts -nokeys -out crp-gateway.crt

The password was also purchased from Hong Kong Post

Private Key
openssl pkcs12 -in <HKPostCertificate > -nocerts -nodes | openssl rsa | openssl pkcs8 -topk8 -nocrypt -out crp-gateway.key

Please check the certificate first, you may need to remove the header
Correct format
--BEGIN CERTIFICATE--
MIIE5zCCA8+gAwIBAgIQN+whYc2BgzAogau0dc3PtzANBgkqh......
--END CERTIFICATE--


Active the new Certificate and deactivate the old Certificate
[image: 一張含有 文字, 螢幕擷取畫面, 軟體, 數字 的圖片

自動產生的描述]



Click File Management 
[image: ]
Request Type = Certificate Upload Request 
Certificate Type = encrypt
Effective Start Date Time and end time can find in cert
Certificate start date need to later than Certificate start date set in Certificate(set more than 1 day)
Please enter 1 day more than the start date in the certificate in the Effective Start Date Time 
Certificate is same with above Certificate but require base64 encode in File Management.
https://base64.guru/converter/encode/file
or use notedpad++
ctrl+a first and use Base64 encode then save
[image: 一張含有 文字, 軟體, 電腦圖示, 陳列 的圖片

自動產生的描述]

Submit and cap the result.
[image: 一張含有 文字, 軟體, 多媒體軟體, 電腦圖示 的圖片

自動產生的描述]
Restart the CRP Gateway
[image: 一張含有 文字, 軟體, 電腦圖示, 螢幕擷取畫面 的圖片

自動產生的描述]


If success code is returned, this submit method cannot be repeated.
For example, if you forget to remove the header in your certificate,
Submission still succeeds but fails in CRA,
If the server return fails, you can try again. [image: ]
If the certificate update fails(return success code but CRA said it is fails) , please fill out this form and email it to CRP
Form
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CP_CRP Participant Subscription Form_PRD_v1.0.1_additional_dept_code.xlsx
Subscription 

		Version 1.0.1																																																		CP

		Participant

		Participant Code														(Must be first 5 characters of existing TU’s subscriber code). Alphanumeric upper case characters.

		Participant Name (English)														(Max 255 English characters)

		Participant Name (Traditional Chinese)														(Max 150 Chinese characters)

		Participant Name (Simplified Chinese)														(Max 150 Chinese characters)

		Participant Short Name (English)														(Max 255 English characters)

		Type														1 or 2

		Tier														T1, T2, T3, T4, T5 or T6

		Effective Date (YYYY-MM-DD)														(YYYY-MM-DD)		E.g.: 2023-01-01

		Contact Person

				Primary Contact Person						Secondary Contact Person

		Name

		Title

		Email

		Phone number

		Department

		Department Code (3 characters)		Department Name (50 English characters)

































		Service Agent Information (for indirect CP only)

		CRA code (Must be 5 characters)														(Must be 5 characters)



		OAuth and Certificate Information for Symmetric Key encryption

		Client ID (for Direct CP only)														(Must be 8 characters)		Format: 5 characers participant code + 3 characters. e.g.: CP001001

		Client Secret (for Direct CP only)														(10 to 100 characters)

		Domain URL														(Max 100 characters)		e.g.: https://api-{Participant_Code}.crp.iclnet2.hk

		Token URL		/access-token												(Max 100 characters)

		Certificate Effective Start Day														(YYYY-MM-DD)		Must be at least 1 day after certificate start day    E.g.: certificate start day = 2022-01-01, certificate effective start day provided in this subscription form = 2022-01-02

		Certificate Effective End Day														(YYYY-MM-DD)		E.g.: 2022-12-31

		Certificate 1  (Base64 format)														Sample:

																-----BEGIN CERTIFICATE-----
......
-----END CERTIFICATE-----
















































		Certificate 2 (Base64 format) (Optional)



















































https://domain_name/

Additional Dept Code

		Department

		Department Code (3 characters)		Department Name (50 English characters)














































































































































































































image9.png
TOPPAN IDGATE




